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A. Principle

Santropol Roulant (SR) recognizes that every person has the right to privacy. SR undertakes to protect the confidentiality of information it holds regarding any person by complying with the applicable legal and ethical rules and by implementing all measures necessary for this protection. 

B. Policy objective

Mission Statement: 

Santropol Roulant is a Montreal-based, not-for-profit organization founded and run by young people in the community. We bring people together across generations and cultures through our innovative meals-on-wheels service, our intergenerational activities and volunteer programs.

Santropol Roulant uses food as a vehicle to break social and economic isolation between generations and to strengthen and nourish our local community. We engage a diversity of people to take an active role in their communities through initiatives that address the health and food security needs of seniors and Montrealers living with a loss of autonomy.

In the pursuit of this mission, SR maintains an information system which contains information regarding donors, supporters, volunteers, and clients (“SR Friends”). This information is used to: 

a) Establish and sustain communications with SR Friends;

b) Provide services to the clients of SR;

c) Solicit financial and other support for SR.

The objective of this policy is to regulate the collection, conservation, use and communication of all confidential information gathered for the above-mentioned purposes in accordance with applicable laws and to protect the relationship of trust between SR and its Friends. It is presented to all employees, permanent, part-time or contractual, and to all volunteers who have access to confidential information. 

C. Definitions

Person 

A physical person, e.g. an individual (as opposed to a corporation or other legal entity). 

SR examples: staff, volunteers, clients, families or caretakers of clients, individual donors.

Confidential information 
Generally speaking, any information regarding a Friend which an employee or volunteer obtains through the exercise of his or her functions or mandate is considered confidential information. 

In the case of an individual, any information which allows him or her to be identified is confidential, for example: 

· name

· address

· telephone number

· age

· salary

· civil status

· state of health

· any other private, privileged or confidential information about an individual.

In the case of a corporation or other legal entity, any information which is not accessible to the public is considered confidential. 

File

Any form of support through which confidential information is collected and conserved, including a physical or computer file and a database file.


SR examples: the donor database, route sheets, client files, volunteer applications.

Nominative list

Any list which includes the names, addresses or telephone numbers of more than one person, for example, a list of donors’ names and telephone numbers or a list of clients’ names and addresses.


SR examples: list of donors, list of clients, list of volunteers, list of suppliers. 

Authorized person

Any person who, through his or her functions with SR, is authorized to have access to or receive confidential information. A volunteer may be authorized to have access to or receive confidential if such information is necessary to the execution of his or her mandate for SR.

D. Rules regarding collecting and using confidential information

a) Collecting information and constituting a file 

SR collects information and establishes a file on a person only when it is necessary to do so for the realization of its primary mission, namely, the meals-on-wheels service, intergenerational activities and volunteer programs. The file is established for a specific purpose related to this mission, for example: to serve its clientele (ex. client files and route sheets), to support a volunteer and maintain communication, to build a relationship with its donors, to organize an event.  

All information, including the source of the information, is recorded accurately and objectively. Information is kept up to date and conserved as long as necessary for the realization of the specified purposes. 

b) Right to consult a confidential file

SR recognizes that any individual has the right to be informed that a file which concerns him or her exists, of the object of the file, of its intended use and of the categories of persons who will have access to it. This individual has the right to consult his or her file, to obtain copies of it, to have it corrected or to have irrelevant or outdated information removed from it. 

c) Access to a confidential file

In order to ensure the confidentiality of information contained in a file, only authorized persons may have access to it. 

d) Use of confidential information

The information collected must be used only by authorized persons and for the realization of the object for which the file was constituted. It must be used in a manner which does not adversely affect the individual’s right to privacy or his or her reputation. For example, a volunteer may not use confidential information received in the exercise of his or her mandate for SR for personal or business purposes that unrelated to this mandate. In the same way, confidential information about a client or the person paying for him or her may not be used for fundraising purposes without first obtaining their consent. 

Confidential information may be obtained from a third part or communicated to a third party without the person’s consent when his or her life, health or security is at risk (for example, notifying a health worker of a client’s illness, notifying a family member in case of emergency).  

E. Rules regarding communicating information to third parties (disclosure)

SR may communicate information to a third party, for example a volunteer, only if this person is an “authorized person”, as defined above. 
In all other cases, SR will not transmit confidential information to third parties unless the person concerned has consented to it or in the case of a nominative list of donors.

In the case of a nominative list of donors, SR may provide confidential information to a third party if the two conditions below are satisfied:

1. the list is transmitted for purposes of philanthropic prospection (fundraising);

2. SR has given the persons on such a list (usually, donors) a valid opportunity to refuse that this information be used by a third party for this purpose.

The third party who receives such a list must undertake in writing to respect this Policy. 

F. Rules regarding publication of confidential information and photographs

SR may publish a photograph, text or confidential information about a person only if it has requested and obtained that person’s verbal consent (or, where applicable, that of his or her legal representative).  

G. Practical measures

In order to respect the privacy and protect the confidentiality of information it holds about its Friends, SR has implemented the following practical measures:

1. Access to SR’s computer system and data bank is limited by an access code and password given only to authorized persons;

2. To the extent possible, given the necessity to respond rapidly to client needs and requests, etc., physical files are accessible only to authorized (for example, the client binder is kept in a secure drawer in the front desk);

3. The word “confidential” is clearly marked on confidential files which circulate outside SR offices, for example, on route sheets and volunteer applications;

4. The transmission of confidential information by e-mail or fax is to be avoided. When necessary, such information is protected by a notice of confidentiality;

5. Special attention is given to information regarding Friends who wish to remain anonymous;

6. Every person having access to confidential information, including volunteers, is informed of this policy and signs the Statement of Confidentiality and Liability contained in the Volunteer Guide;

7. When no longer necessary, files (electronic, virtual or physical) are destroyed;

8. The Executive Director is responsible for ensuring that this policy is respected and receives any complaint regarding any violation thereof;

9. This policy is kept with other policies of the Board of Directors and is available to any person on demand. 

This policy is based on the applicable legal and ethical rules, as set out in the Civil Code of Quebec, the Act respecting the protection of personal information in the private sector, the Code of ethics and Guidelines of the Association of professionals in philanthropy, the Code of ethics of the Canadian Association of Gift Planners and the Code of ethics of the Association of professional researchers for advancement.
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